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Course Outline 
 
 
Module 1: Deploying Cisco IOS Software Network Foundation Protection 
 

Lesson 1: Deploying Network Foundation Protection 
Controls 

 Overview of Network Infrastructure Threats  
 Identifying Network Device Planes  
 Identifying Network Foundation Protection Deployment 

Models  
 Identifying Network Foundation Protection Feature 

Availability  
Lesson 2: Deploying Advanced Switched Data Plane Security 
Controls 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Deploying PVLANs and PVLAN Edge  
 Deploying DHCP Control  
 Deploying ARP Control  
 Deploying Source IP Address Control  
 Troubleshooting Cisco Catalyst IOS Software Switched 

Infrastructure Protection Controls   
Lesson 3: Implementing Cisco Identity-Based Network 
Services 

 Overview of Cisco IBNS and 802.1X  
 Identifying Cisco IOS Software 802.1X Features  
 Identifying Cisco Secure ACS 802.1X Features  
 Identifying Cisco Secure Services Client Features  
 Choosing an EAP Type   

Lesson 4: Deploying Basic 802.1X Features 
 Overview of Configuration Choices, Basic Procedures, 

and Required Input Parameters  
 Configuring the Cisco Catalyst IOS Software 802.1X 

Authenticator  
 Configure Cisco Secure ACS for EAP-FAST  
 Configure the Cisco Secure Services Client 802.1X 

Supplicant  
 Verify and Troubleshoot Basic 802.1X Features  

Lesson 5: Deploying Advanced Routed Data Plane Security 
Controls 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Deploying Cisco IOS Software Unicast Reverse Path 
Forwarding  

 Deploying Cisco IOS Software Flexible Packet 
Matching  

 Deploying Cisco IOS Software NetFlow  
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Lesson 6: Deploying Advanced Control Plane Security 
Controls 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Deploying Infrastructure ACLs  
 Deploying Cisco IOS Software Control Plane Policing  
 Deploying Cisco IOS Software Control Plane Protection  
 Deploying Routing Protocol Authentication  
 Deploying Routing Protocol Filtering 

Lesson 7: Deploying Advanced Management Plane Security 
Controls 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Configuring Cisco IOS Software Management Plane 
Access Control  

 Configuring Cisco IOS Software RBAC  
 Configuring Security Features of the Cisco IOS Software 

SNMP Server  
 Deploying Digitally Signed Cisco IOS Software Images  
 Deploying CPU and Memory Thresholding  

 
Module 2: Deploying Cisco IOS Software Threat Control and Containment 
 

Lesson 1: Deploying Cisco IOS Software Network Address 
Translation 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Configuring Static NAT and PAT  
 Configuring Dynamic NAT and PAT  
 Troubleshooting Cisco IOS Software NAT   

Lesson 2: Deploying Basic Zone-Based Policy Firewalls 
 Overview of Configuration Choices, Basic Procedures, 

and Required Input Parameters  
 Configuring Zones and Zone Pairs  
 Configuring a Basic OSI Layers 3 and 4 interzone access 

policy  
 Configuring a Basic OSI Layers 3 and 4 intrazone access 

policy  
 Configuring Inspection of Control Plane and 

Management Plane Traffic  
 Tuning Stateful Engine and Connection Settings  
 Configuring Support for Transparent Mode, VRF, and 

NAT  
 Troubleshooting the Zone-Based Policy Firewall   

Lesson 3: Deploying Advanced Zone-Based Policy Firewalls 
 Overview of Configuration Choices, Basic Procedures, 

and Required Input Parameters  
 Configure Application-Layer Access Policies  
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 Configure Zone-Based Policy Firewall User-Based 
Policies  

 Configure Zone-Based Policy Firewall URL Filtering   
Lesson 4: Deploying Cisco IOS Software IPS 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Configuring Cisco IOS Software IPS Signature Policies  
 Tuning Cisco IOS Software IPS Signature Policies  
 Deploying Cisco IOS Software IPS Signature Update  
 Monitoring Cisco IOS Software IPS Events  
 Troubleshooting Cisco IOS Software IPS  

 
 
Module 3: Deploying Cisco IOS Software Site-to-Site Transmission Security 
 
 

Lesson 1: Site-to-Site VPN Architectures and Technologies 
 Choosing a Site-to-Site VPN Topology  
 Choosing a Site-to-Site VPN Technology  
 IPsec Technology Refresher  
 Choosing Cryptographic Controls for a Site-to-Site VPN   

Lesson 2: Deploying VTI-Based Site-to-Site IPsec VPNs 
 Overview of Configuration Choices, Basic Procedures, 

and Required Input Parameters  
 Configuring Basic IKE Peering  
 Configuring Static Point-to-Point IPsec VTI Tunnels  
 Configuring Dynamic Point-to-Point IPsec VTI Tunnels  

Lesson 3: Deploying Scalable Authentication in Site-to-Site 
IPsec VPNs 

 Overview of PKI Technology  
 Overview of Configuration Choices, Basic 

Procedures, and Required Input Parameters  
 Deploying the Cisco IOS Software Certificate Server  
 Configuring PKI Enrollment  
 Configuring PKI-Based IKE Authentication in Cisco 

IOS Software Site-to-Site VPNs  
 Deploying Advanced PKI Integration  

Lesson 4: Deploying DMVPNs 
 Overview of Cisco IOS Software DMVPN  
 Overview of Configuration Choices, Basic 

Procedures, and Required Input Parameters  
 Deploying Cisco IOS Software GRE Tunnels  
 Deploying Cisco IOS Software NHRP  
 Deploying a Cisco IOS Software DMVPN Hub  
 Deploying a Cisco IOS Software DMVPN Spoke  
 Configuring Routing in a Cisco IOS Software DMVPN  
 Troubleshooting a Cisco IOS Software DMVPN 

Network   
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Lesson 5: Deploying High Availability in Tunnel-Based IPsec 
VPNs 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Using Routing Protocol-Based Failover  
 Managing Failures in a VTI-Based VPN  
 Managing Failures in a DMVPN   

Lesson 6: Deploying GET VPN 
 Overview of the Cisco IOS Software GET VPN 

Architecture  
 Overview of Configuration Choices, Basic Procedures, 

and Required Input Parameters  
 Deploying a Cisco IOS Software GET VPN Key Server  
 Deploying a Cisco IOS Software GET VPN Group 

Member  
 Deploying GET VPN High Availability   

 
Module 4: Deploying Secure Remote Access with Cisco IOS Software 
 

Lesson 1: Remote Access VPN Architectures and 
Technologies 

 Choosing a Remote Access VPN Technology  
 Choosing Cryptographic Controls for a Remote Access 

VPN   
Lesson 2: Deploying Remote Access Solutions Using SSL 
VPN 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Configuring Common Cisco IOS Software SSL VPN 
Gateway Parameters  

 Configuring Client Authentication and Policies  
 Configuring Full-Tunneling Connectivity on a Cisco IOS 

Software SSL VPN Gateway Installing and Configuring 
the Cisco AnyConnect Client  

 Configuring Clientless Access on a Cisco IOS Software 
SSL VPN Gateway  

 Troubleshooting Basic SSL VPN Operation  
Lesson 3: Deploying Remote Access Solutions Using Cisco 
Easy VPN 

 Overview of Configuration Choices, Basic Procedures, 
and Required Input Parameters  

 Configuring Basic VTI-Based Cisco Easy VPN Server 
Features  

 Configuring the Cisco VPN Client  
 Deploying a Cisco Easy VPN Remote Device  
 Deploying a PKI-Enabled Cisco Easy VPN  
 Troubleshooting Basic Cisco Easy VPN Operation   
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